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CHAPTER 1.  THREATS TO 

COMPUTER SECURITY  

As information technology has rapidly developed and penetrated many aspects 
of human existence, so the number and range of crimes aimed at breaching 
information security has grown. 

Cyber criminals have shown great interest in the activities of both state structures 
and commercial enterprises. They attempt to steal or disclose confidential 
information, which damages business reputations, disrupts business continuity, 
and may impair an organization's information resources. These acts can do 
extensive damage to assets, both tangible and intangible. 

It is not only big companies who are at risk, individual users can also be 
attacked. Criminals can gain access to personal data (for instance, bank account 
and credit card numbers and passwords), or cause a computer to malfunction. 
Some types of attacks can give hackers complete access to a computer, which 
can then be used as part of a ñzombie networkò of infected computers to attack 
servers, send out spam, harvest confidential information, and spread new viruses 
and Trojans. 

In todayôs world, it is widely acknowledged that information is a valuable asset 
which should be protected. At the same time, information must be accessible to 
those who legitimately require it (for instance, employees, clients and partners of 
a business). Hence the need to create a comprehensive information security 
system, which must take account of all possible sources of threats, whether 
human, man-made, or natural disasters, and use a complete array of defensive 
measures, at the physical, administrative and software levels. 

1.1.  Sources of Threats  

A person, a group of people, or phenomena unrelated to human activity can 
threaten information security. Following from this, all threat sources can be put 
into one of three groups: 

 The human factor. This group of threats concerns the actions of 

people with authorized or unauthorized access to information. Threats 
in this group can be divided into: 

 External, including cyber criminals, hackers, internet scams, 
unprincipled partners, and criminal organizations. 
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 Internal, including the actions of company staff and users of home 

PCs. Actions taken by this group could be deliberate or accidental.  

 The technological factor. This threat group is connected with technical 

problems ï use of obsolete or poor-quality software and hardware to 
process information. This can lead to equipment failure and often to 
data loss. 

 The natural-disaster factor. This threat group includes the whole 

range of events caused by nature and independent of human activity.  

All three threat sources must be accounted for when developing a data security 
protection system. This User Guide focuses on the area that is directly tied to 
Kaspersky Labôs expertise ï external threats involving human activity.  

1.2.  How  threats spread  

As modern computer technology and communications tools develop, hackers 
have more opportunities for spreading threats. Letôs take a closer look at them: 

The Internet 

The Internet is unique, since it is no oneôs property and has no geographical 
borders. In many ways, this has promoted the development of web 
resources and the exchange of information. Today, anyone can access data 
on the Internet or create their own webpage. 

However, these very features of the worldwide web give hackers the ability 
to commit crimes on the Internet, and makes the hackers difficult to detect 
and punish.  

Hackers place viruses and other malicious programs on Internet sites and 
disguise them as useful freeware. In addition, scripts which are run automat-
ically when certain web pages are loaded, may perform hostile actions on 
your computer by modifying the system registry, retrieving your personal da-
ta without your consent, and installing malicious software. 

By using network technologies, hackers can attack remote PCs and compa-
ny servers. Such attacks may result in a resource being disabled or used as 
part of a zombie network, and in full access being gained to a resource and 
any information residing on it. 

Lastly, since it became possible to use credit cards and e-money through 
the Internet in online stores, auctions, and bank homepages, online scams 
have become increasingly common.  
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Intranet 

Your intranet is your internal network, specially designed for handling infor-
mation within a company or a home network. An intranet is a unified space 
for storing, exchanging, and accessing information for all the computers on 
the network. Therefore, if any one network host is infected, other hosts run a 
significant risk of infection. To avoid such situations, both the network peri-
meter and each individual computer must be protected. 

Email 

Since the overwhelming majority of computers have email client programs 
installed, and since malicious programs exploit the contents of electronic 
address books, conditions are usually right for spreading malicious pro-
grams. The user of an infected host unwittingly sends infected messages out 
to other recipients who in turn send out new infected messages, etc. For ex-
ample, it is common for infected file documents to go undetected when dis-
tributed with business information via a companyôs internal email system. 
When this occurs, more than a handful of people are infected.  It might be 
hundreds or thousands of company workers, together with potentially tens of 
thousands of subscribers. 

Beyond the threat of malicious programs lies the problem of electronic junk 
email, or spam. Although not a direct threat to a computer, spam increases 
the load on email servers, eats up bandwidth, clogs up the userôs mailbox, 
and wastes working hours, thereby incurring financial harm. 

Also, hackers have begun using mass mailing programs and social engi-
neering methods to convince users to open emails, or click on a link to cer-
tain websites. It follows that spam filtration capabilities are valuable for 
several purposes: to stop junk email; to counteract new types of online 
scans, such as phishing; to stop the spread of malicious programs. 

Removable storage media 

Removable media (floppies, CD/DVD-ROMs, and USB flash drives) are 
widely used for storing and transmitting information.  

Opening a file that contains malicious code and is stored on a removable 
storage device can damage data stored on the local computer and spread 
the virus to the computerôs other drives or other computers on the network. 

1.3.  Types of Threats  

There are a vast number of threats to computer security today. This section will 
review the threats that are blocked by Kaspersky Internet Security. 
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Worms 

This category of malicious programs spreads itself largely by exploiting 
vulnerabilities in computer operating systems. The class was named for the 
way that worms crawl from computer to computer, using networks and 
email. This feature allows worms to spread themselves very rapidly. 

Worms penetrate a computer, search for the network addresses of other 
computers, and send a burst of self-made copies to these addresses. In 
addition, worms often utilize data from email client address books. Some of 
these malicious programs occasionally create working files on system disks, 
but they can run without any system resources except RAM. 

Viruses 

Viruses are programs which infect other files, adding their own code to them 
to gain control of the infected files when they are opened. This simple 
definition explains the fundamental action performed by a virus ï infection.  

Trojans 

Trojans are programs which carry out unauthorized actions on computers, 
such as deleting information on drives, making the system hang, stealing 
confidential information, and so on. This class of malicious program is not a 
virus in the traditional sense of the word, because it does not infect other 
computers or data. Trojans cannot break into computers on their own and 
are spread by hackers, who disguise them as regular software. The damage 
that they inflict can greatly exceed that done by traditional virus attacks. 

Recently, worms have been the commonest type of malicious program damaging 
computer data, followed by viruses and Trojans. Some malicious programs 
combine features of two or even three of these classes. 

Adware 

Adware comprises programs which are included in software, unknown to the 
user, which is designed to display advertisements. Adware is usually built 
into software that is distributed free. The advertisement is situated in the 
program interface. These programs also frequently collect personal data on 
the user and send it back to their developer, change browser settings (start 
page and search pages, security levels, etc.) and create traffic that the user 
cannot control. This can lead to a security breach and to direct financial 
losses. 

Spyware 

This software collects information about a particular user or organization 
without their knowledge. Spyware often escapes detection entirely. In 
general, the goal of spyware is to: 

 trace user actions on a computer; 
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 gather information on the contents of your hard drive; in such 
cases, this usually involves scanning several directories and the 
system registry to compile a list of software installed on the 
computer;  

 gather information on the quality of the connection, bandwidth, 
modem speed, etc.  

Riskware 

Potentially dangerous applications include software that has no malicious 
features but could form part of the development environment for malicious 
programs or could be used by hackers as auxiliary components for malicious 
programs. This program category includes programs with backdoors and 
vulnerabilities, as well as some remote administration utilities, keyboard 
layout togglers, IRC clients, FTP servers, and all-purpose utilities for 
stopping processes or hiding their operation. 

Another type of malicious program that is similar to adware, spyware, and 
riskware are programs that plug into your web browser and redirect traffic. The 
web browser will open different web sites than those intended.  

Jokes 

Software that does not cause a host any direct harm but displays messages 
that such harm has already been caused or will result under certain 
conditions. These programs often warn the user of non-existent dangers, 
such as messages that warn of formatting the hard drive (although no 
formatting actually takes place) or detecting viruses in uninfected files.  

Rootkits 

These are utilities which are used to conceal malicious activity. They mask 
malicious programs to keep anti-virus programs from detecting them. 
Rootkits modify basic functions of the computerôs operating system to hide 
both their own existence and actions that the hacker undertakes on the 
infected computer. 

Other dangerous programs 

These are programs created to, for instance, set up denial of service (DoS) 
attacks on remote servers, hack into other computers, and programs that 
are part of the development environment for malicious programs. These 
programs include hack tools, virus builders, vulnerability scanners, 
password-cracking programs, and other types of programs for cracking 
network resources or penetrating a system. 

Hacker attacks 

Hacker attacks can be initiated either by hackers or by malicious programs.  
They are aimed at stealing information from a remote computer, causing the 
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system to malfunction, or gaining full control of the system's resources. A 
description of existing network exploits is shown in Section 12.1.3 on pg. 
164. 

Some types of online scams 

Phishing is an online scam that uses mass emailings to steal confidential 

information from the user, generally of a financial nature. Phishing emails 
are designed to maximally resemble informative emails from banks and well-
known companies. These emails contain links to fake websites created by 
hackers to mimic the site of the legitimate organization. On this site, the user 
is asked to enter, for example, his credit card number and other confidential 
information. 

Dialers to pay-per-use websites ï type of online scam using unauthorized 

use of pay-per-use Internet services, which are commonly pornographic web 
sites. The dialers installed by hackers initiate modem connections from your 
computer to the number for the pay service. These phone numbers often 
have very high rates and the user is forced to pay enormous telephone bills. 

Intrusive advertising 

This includes popup windows and banner ads that open when using your 
web browser. The information in these windows is generally not of benefit to 
the user. Popup windows and banner ads distract the user from the task and 
take up bandwidth. 

Spam  

Spam is anonymous junk email, and includes several different types of 
content: adverts; political messages; requests for assistance; emails that ask 
one to invest large amounts of money or to get involved in pyramid 
schemes; emails aimed at stealing passwords and credit card numbers, and 
emails that ask to be sent to friends (chain letters). 

Spam significantly increases the load on mail servers and the risk of loosing 
important data. 

Kaspersky Internet Security uses two methods for detecting and blocking these 
threat types: 

 Reactive: it is a method designed to search for malicious objects using 
continuously updating application databases. This method requires at 
least one instance of infection to add the threat signature to the 
databases and to distribute a database update. 

 Proactive ï in contrast to reactive protection, this method is based not 
on analyzing the objectôs code but on analyzing its behavior in the 
system. This method is aimed at detecting new threats that are still not 
defined in the signatures. 
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By employing both methods, Kaspersky Internet Security provides 
comprehensive protection for your computer from both known and new threats. 

Warning! 

From this point forward, we will use the term "virus" to refer to malicious and 
dangerous programs. The type of malicious programs will only be emphasized 
where necessary. 

1.4.  Signs of Infection  

There are a number of signs that a computer is infected. The following events 
are good indicators that a computer is infected with a virus:  

 Unexpected messages or images appear on your screen or you hear 
unusual sounds; 

 The CD/DVD-ROM tray opens and closes unexpectedly; 

 The computer arbitrarily launches a program without your assistance; 

 Warnings pop up on the screen about a program attempting to access 
the Internet, even though you initiated no such action; 

There are also several typical traits of a virus infection through email: 

 Friends or acquaintances tell you about messages from you that you 
never sent; 

 Your inbox houses a large number of messages without return 
addresses or headers.  

It must be noted that these signs can arise from causes other than viruses. For 
example, in the case of email, infected messages can be sent with your return 
address but not from your computer.  

There are also indirect indications that your computer is infected: 

 Your computer freezes or crashes frequently; 

 Your computer loads programs slowly; 

 You cannot boot up the operating system; 

 Files and folders disappear or their contents are distorted; 

 The hard drive is frequently accessed (the light blinks); 

 The web browser (e.g., Microsoft Internet Explorer) freezes or behaves 
unexpectedly (for example, you cannot close the program window). 
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In 90% of cases, these indirect systems are caused by malfunctions in hardware 
or software. Despite the low likelihood that these symptoms are indicative of 
infection, a full scan of your computer is recommended (see 5.3 on pg. 59) if they 
should manifest themselves. 

1.5.  What to do if you suspect 

infection  

If you notice that your computer is behaving suspiciouslyé 

1. Donôt panic! This is the golden rule: it could save you from losing 
important data. 

2. Disconnect your computer from the Internet or local network, if it is on 
one. 

3. If the computer will not boot from the hard drive (the computer displays 
an error message when you turn it on), try booting in safe mode or with 
the emergency Microsoft Windows boot disk that you created when you 
installed the operating system. 

4. Before doing anything else, back up your work on removable storage 
media (floppy, CD/DVD, flash drive, etc.). 

5. Install Kaspersky Internet Security, if you have not done so already.  

6. Update databases and application modules (see 5.7 on pg. 62). If 
possible, download the updates off the Internet from a different 
uninfected computer, for instance at a friendôs, an Internet caf®, or work. 
It is better to use a different computer since, when you connect an 
infected computer to the Internet, there is a chance that the virus will 
send important information to hackers or spread the virus to the 
addresses in your address book. That is why if you suspect that your 
computer has a virus, you should immediately disconnect from the 
Internet. You can also get threat signature updates on floppy disk from 
Kaspersky Lab or its distributors and update your signatures using the 
disk. 

7. Select the security level recommended by the experts at Kaspersky 
Lab. 

8. Start a full computer scan (see 5.3 on pg. 59).  
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1.6.  Preventing Infection  

Not even the most reliable and deliberate measures can provide 100% protection 
against computer viruses and Trojans, but following such a set of rules  
significantly lowers the likelihood of virus attacks and the level of potential 
damage. 

One of the basic methods of battling viruses is, as in medicine, well-timed 
prevention. Computer prophylactics involve a rather small number of rules that, if 

complied with, can significantly lower the likelihood of being infected with a virus 
and losing data. 

Below is a listing of basic safety rules which, if followed, will help mitigate the risk 
of virus attacks. 

Rule No. 1: Use anti-virus software and Internet security programs. To do so: 

 Install Kaspersky Internet Security as soon as possible. 

 Regularly (see 5.7 on pg. 62) update the programôs threat signatures. In 
the event of virus outbreaks updates may occur several times a day 
with application databases on Kaspersky Lab update servers updating 
immediately. 

 Select the security settings recommended by Kaspersky Lab for your 
computer.  You will be protected constantly from the moment the com-
puter is turned on, and it will be harder for viruses to infect your com-
puter. 

 Select the settings for a complete scan recommended by Kaspersky 
Lab, and schedule scans for at least once per week. If you have not 
installed Firewall, we recommend that you do so to protect your 
computer when using the Internet. 

Rule No. 2: Use caution when copying new data to your computer: 

 Scan all removable storage drives, for example floppies, CD/DVDs, and 
flash drives, for viruses before using them (see 5.5 on pg. 60).  

 Treat emails with caution. Do not open any files attached to emails un-
less you are certain that you were intended to receive them, even if they 
were sent by people you know.  

 Be careful with information obtained through the Internet. If any web site 
suggests that you install a new program, be certain that it has a security 
certificate.  

 If you are copying an executable file from the Internet or local network, 
be sure to scan it with Kaspersky Internet Security. 
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 Use discretion when visiting web sites. Many sites are infected with 
dangerous script viruses or Internet worms.  

Rule No. 3: Pay close attention to information from Kaspersky Lab.  

In most cases, Kaspersky Lab announces a new outbreak long before it 
reaches its peak. The corresponding likelihood of infection is still low, and 
you will be able to protect yourself from new infection by downloading 
updated application databases. 

Rule No. 4: Do not trust virus hoaxes, such as prank programs and emails about 

infection threats. 

Rule No. 5: Use the Microsoft Windows Update tool and regularly install 

Microsoft Windows operating system updates. 

Rule No. 6: Buy legitimate copies of software from official distributors. 

Rule No. 7: Limit the number of people who are allowed to use your computer. 

Rule No. 8: Lower the risk of unpleasant consequences of a potential infection: 

 Back up data regularly. If you lose your data, the system can fairly 
quickly be restored if you have backup copies. Store distribution flop-
pies, CD/DVDs, flash drives, and other storage media with software and 
valuable information in a safe place.  

 Create a Rescue Disk (see 19.4 on pg. 264) that you can use to boot  
up the computer, using a clean operating system.  

Rule No. 9: Review list of software installed on your computer on a regular 
basis. This can be accomplished using the Install/Remove Programs 
service under Control Panel or simply by viewing the contents of the 
Program Files folder. You can discover software here that was installed on 

your computer without your knowledge, for example, while you were using 
the Internet or installing a different program. Programs like these are almost 
always riskware. 



 

CHAPTER 2.  KASPERSKY 

INTERNET SECURITY 7. 0 

Kaspersky Internet Security 7.0 heralds a new generation of data security 
products.  

What really sets Kaspersky Internet Security 7.0 apart from other software, even 
from other Kaspersky Lab products, is its multi-faceted approach to data security.  

2.1.  Whatõs new in Kaspersky 

Internet Security 7.0  

Kaspersky Internet Security 7.0 (henceforth referred to as ñKaspersky Internet 
Securityò, or ñthe programò) has a new approach to data security. The programôs 
main feature is that it combines and noticeably improves the existing features of 
all the companyôs products in one security solution. The program provides 
protection against viruses, spam attacks, and hacker attacks. New modules offer 
protection from unknown threats and some types of internet fraud, as well as 
capability to monitor user access to the Internet. 

You will no longer need to install several products on your computer for overall 
security. It is enough simply to install Kaspersky Internet Security 7.0.  

Comprehensive protection guards all incoming and outgoing data channels. A 
flexible configuration of all application components allows for maximum 
customization of Kaspersky Internet Security to the needs of each user. 
Configuration of the entire program can be done from one location.  

Letôs take a look at the new features in Kaspersky Internet Security 7.0. 

New Protection Features 

 Kaspersky Internet Security protects you both from known malicious 
programs, and from programs that have not yet been discovered. 
Proactive Defense (see Chapter 10 on pg. 120) is the programôs key 
advantage. It analyzes the behavior of applications installed on your 
computer, monitoring changes to the system registry, and fighting hid-
den threats. The component uses a heuristic analyzer to detect and 
record various types of malicious activity, with which actions taken by 
malicious programs can be rolled back and the system can be restored 
to its state prior to the malicious activity. 


